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(54) AUTHENTICATION TYPE SECURITY SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To effectively prevent an 
authenticated body from being forged, to facilitate the 
maintenance, and to evade complexity of the structure 
of, specially, the authenticated body side by collating 
feature data with physical features which are read at the 
time of authentication and deciding whether or not the 
authenticated body is genuine or false according to the 
respective matching results. 

SOLUTION: When a card 4 to be authenticated is 
inserted into a card reader 3, issue device sign data 4c, 
feature data 4C, etc., stored on a magnetic stripe 45 are 
read out and physical features are read as feature data 
4D* out of a reference area 43 along a read track set on 
the card reader 3. The authentication device sign data ^ 
2C are deciphered with authentication device open key 
data IB and collated with issue device open key data 
2B. Issue device sign data 4C are deciphered with the 
issue device open key data 2B and collated with feature 
data 4D. The feature data 4D* and feature data 4D are 

collated with each other. When the respective collated results meet specific conditions, it is 
decided that the card 4 is a regular card. 
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y . , 
^is^aiy. ' 

mt^nrf&mim<t>:mm^-^ * t TBaiB^ff^s** 



T^-' $^ LTttriBaKfiEisiffl^Baax-^ irfis^ 
muv^tSi^Wit^^v^SLcomizmu^^m'T—^ sMiBtt 

SSiE«3lc3iy. ■^-a>fJaB;1l^5asaiicTfIfBtSSSE«gffl 
»SS7^— iz^ y StrfiBHiffiT^— S» SBS-^^b LTflfrlBS 

liEissfraiy^L. ?&v^u^w:{zxmtmmsL^m<t>:m 

m'r—^ * *; o L T BfrlBfiSST^— «!: L . 

«IIB«-^^J^micSo*^fitIB*^^iiE1^(;)SiEtta>*iJ^*< 
fft>tl^^oiztJ:^Xl^^z.t^^Wit'r^S■^m^ S 

XT' Ao 

mmt^i^«iiz&-3^±mts*t^^5 iztji-oxi^^ c * 

[ii*«5] SrrSBaSiBE!|*l(0«tfB7^-^»tt«« 
«(IfBSI^Ti^gffl^if1^v^-^S«rtBliEB^gil(cTliE 

Bji^gffli^s^ 'S' iz cfc y B&^^b L T & ^ mA^sm 
^'r—'^RxsmtmBMmm:mm^mv'—^{z^ yas-^^b 

{t^mm^-^^twiz^tf\^^<^^^zU'ox^^j. 
mumzmt^mM^m:^^^—'5i^j&.xsmt^um&m:m<i> 

BfIfBliEB^Itgffi^i^r?f^S7'— ^ S t •^^TtBliEB^SiBS* 
7^—' L 4; CD i: BdfB^ff 3Saffi^^P?aS7^- ^ 

mi^m^mmz&':5^mm'j^^^(DMiE\^(om^t)< 

^ib^^^ 5 \zU^Xl^^:zti:^WLt'r^i^^^^M^ 7b 
SiS*Jl 4 (D t^-r:K3{)McfBSOSil5E-tr ^3. y X -f i>X 

fBii^Bfe<t?^c^oT^^y. 

fflN. -StL^^^t:|^I^H^^fBliEB^^alCPp%^^:bi±rIE^i 

cDSEB^iggffi^i^gaMT^— ^ xfe^ - <t 35)<iit^;^ttfc t>iS 
. C;KStB1t-r ^ J: 3 \zts:r>Xl^^ c <!: S^fta^t-r-Sli* 

BtlBB^ff^Sffi<2>r^1®-T-^SHiIIBliEB^^g(3THjE 
BJ^Sffi^iJ^^T^- 5^ ic c*: y Pt^^b L r ^HBJ^SSS 

^^-^^^m 
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SI»««4(Dl^-r+t3bM=IHK(DKIjE3C-b^zL Ut^-T vX 

[O O O 1 ] 

[o o 0 2] 

— K«(;>1&KljE4^(c#Jx.lfllflfEttL. l$lftS!jE4^£% 
;^-;^*ffll^T±lEW«7^-^ ^«I2 Lr ccoatSfiE«g 

[0 0 0 3] C(;)vX^AfrJ;:h.f^. 
ir cfc'5^iE(*l»iJl•C#3^^:L^o 

[0 0 0 4] «ISiIEifei(7>t§i3t-\i>«S^R6it-r^^ 

10 0 0 5] ^cTr. *gittigiA(i. m^it^mw-s- 

8 5 9 4 6^0^aBm(cfE«E*+LTL^^cl:5(=. €r«KiiE 

[0 0 0 6] z(D:^)i(CcJ:*tii. ^^tSilfeicDIEiii^^S- 



1000 73 

[f§B^;b<fl?*LJ:5<h-r^Slil LA^U^f*<b. -hlESE 
B^&m.t. ^^T3SS<?:*<(^--C&y . jb^oc+itxtSSE 

^^T^g (^Lxi>^v h^^±. m^m) titm-ommx 

h^'^Wtmt&^^ay(0:itih>t<? h:^— K^fiE 

[0 0 0 8] mm,mm\zi c[:i^hmm.^^^ 

y. C+i^^i^BflSx— 5»lc<>:y7ca)fiSS7^--5'lcMLr 

siym-riaf^^ftiaL. sfiESS^affiHftiffij^cDPBia) 

Lxcir^Nt). ^a>f=A6(0i CA<:*:S!1b. SK^b-T^BaS 
[0 0 0 9] c:cDcfc5nf$l*affia>B^Sl::^^. *^B^ 

-r i) c i: (DJS l^-b^i y 7" -r ->X7^ A^ffltt-T ^ c 

[0010] 

liEl^ ASSESS * =t o r ffiffi-r ^^tX^ CDftiEltO*iJ 
SfftV »JIEaEiiEiB!ia)m5t^l»it-r-5)trAftKr>-tr^zLg 

^r^S2iliii<t. ^tT^I=BtlfE£PMi^*^^iS^?5lo 
iSit#8l7^-^^H5sE«ffSSl:i-C^^T3^ 

SfflSJ^® 7^- ^ ct y BS-^^b L r & «ffgas« 9 
tz%'fs*^m:m^^-^ ^^^^^fzif>(D%'iimm,m<ikm 
L. sSEftic. fifE!SfiEsaicTfifBiaffiaEi*ia>7^-^ 

b^<7)«331W4*a*BS^5iy. MfE«ff3Saffi'i> 

mm.^-"^ * t o T M5B*iT^S¥=s T^-'J' * L r 

BiIsE**8it7^-^<tS^^L. MfE^t^^T^-^^. SSEBtic 
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*S(c:&L. ;bNOil(rtET^-'S» «^fiE1*iSI= 

y. ISIiEKlc. fllE7^~^»»J®i*A^^«SiiEifelffi^^^ 
ax-'$»&t/MsESiJ0)S§tT3SS««7^-^ StBS^ai 
lltrtE«fflSSffl'^gaa7^--^*t'^'CfIsE«i^lI14!i 

s« 5^— L r BJiiE«tsaEi^ffl^/>r?a^7^— <t bp, 
wnEtftSBEifticsiy. -^a>SfrSB}ii»5a3i«picTffirfEaffi 

MIESiI3SSI=ifi y j1 L ^1 SSSSiE3£S(cT|frlEIS^lI«3 
ffiii;^BaS5^-'$'*4ioT^^LTmEiftST-^ i:Bg^ 

<b^SB^L. fItE^ffB^jg^(cSo*^BtIIEaSSE<*cDS 

tool 1] p(DJ;'5ir-r4x(f. ^h^m^—'^'^^^'f 

/j: ^ c <t An t» ^ (DmiEtt liS^ * H ^ *^ffe<Dlffi ^liE«3 
[0 0 12] SiiiE(DJt(c^ggSiiE1^<blSljEg^i:a) 

mu^mizit&m^*ifzm^(D^-^ (d i osfri^^oj^N 



<. Lt^tmmtmmzu^o 
[0 0 13] ^m^mt LT. iftxii8tsg*ic«stt<*« 
m^mi^:^\z^m,Lfzt<D^. ^om^i^i^^nmLfz 

^umtLxit. 6 8 363^. ^eaaas 

2-3 3 4 4 4^. *tSBS5 7-5 00 8 5 1 #<D#^ 
mzm7r:tSiiXfz=t(OU^t<&^o 
[0 0 14] 

ncommiz-oi^xm- 1 < u^e^-r 
[o o 1 5] n 1 1*. :^%BAt)mmts*ifzm i a>^Jfeff^ 

S 1 1 -^*fcl*«a!ftS**ttriiEB^«BI K# 
2*<1 o^fzli«^iSg^tifr^^T«SBi («BfT. itmiS 

K4i:3!)Nt>l«/5£**t^o 

[o o 1 6] 02f*. ^ u^^^y h*— K4$^-r¥®ia 

r^fey. ^(7>^ uix^:/ h:^— K4(*7Kyxx^;uScD'< 
— xv^— h4 1 A^ib'Sy. cc7>:^— Kic(i.^ff#. # 

*^tflatftx h^>r :^4 2 «tt±i*»*t^^--;^ v-- 

h 4 1 CD<^Si*(C^fN:!^|C»SfeLT*-g)S2&«i*4 3 it 
[0 0 1 7] 03 i*. *«^*<5Sffi**tfc«tTKS<b L 

T<;):^— Ku— '$<'^-r^ 2^^-ro ku— -^^^^^r^ 

2(i. ^— K^Xn^y h2 1 rtlClSyaXj^f, 7^— -^^g^ 
aX^^lc*— K*fl^fcli-r^fci6a>^— ^'lEift^+tfcP- 
^^^t;*— KfiSSIn-^^v h 2 2;b<I^K**xTl>'g)o ;^ 
Q»v h2 1 lc;i^oT. [-"y^ ZfA 2.f3'^P:>m^'T— 

Sl»«ia4 3 i:St^^^fzib(OmmAlS^^^'y K2 47b< 
iSlt'^tLrt^'g)o ^M'^^V K2 3. 2 4l*^OAm.:^$: 
MtaiT-gxt^^lCT^— 9 jaiS*tT5tci6<Dfflffll3.-'> K2 

5(cJ*j|S**t-Cl>^o fSj. IIIS(ca§ft**Lfc:b-K$S 
fiE-r^fri6(D^IJE3^S<h: LXCDti— KU— ^*3liS^iA 
^tifi^^^^. :b— KU— ^^^-^^ 2<t|Hl«-Cfc^(Dr* 

[0 0 18] islTlC. 0 4-E!6(C;'p^oT*— K4CDf§ 
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mj\^-M^^ y K4(Dftia-r'54#SJix— s» 4 

[0 0 1 9] *-r. I14(C:^^J:3(C. 2$l{iPSPg<^ L 

g^SJ^^T^-^ 2 A. *tT3^Effl^^^®T— ^ 2 B. 
liEB^SgS»«5^— $'2Cj^l/iiEB-B3SKffl4E^§f1^7^-'^ 1 

2 A. ^^SSSffl^iaMT^— 2 B. iiEBJlSSS«T-~ 

[0 0 2 0] Elsic^-Tcfc^l::. %^^MV{t. 

Sr^tT-r-^^:^!— K4 3!)<*- K'J— 'S^'^-f 5» 2|ctfA 

i^^t. Ky-'S'*^>r^ 2(r»^*ntcSft^aiy 
T«i«^i=gc^5sy. 4 D<t-r^o ^(d^Nf® 

^jftyu-jnc cfc y Bf ^^b L T«ff 3$SS« 7^— ^ 4 c * 

gJC7^—'$» 4D. *fr3SSffl^^1M7"— ^ 2B. lEB^iSa 

2 cxi/BEB^sssffi^ii^gaaT^-'S' i bs-*- 

K4(7>a^X h^>r 3^4 2(C^§^-r^o 

[002 1] ^ejr^fctaic. SiiE4Sa<bL-C 

^3f4 2lC^&)^rt^;Ktc^^TSgW^7^-^4C. ttmT^ 
-^4D. ^lT«gffi^Bf1@7^-'$' 2B. BEB^Sffi** 
ir— $1 2 C^T/£EB^3tara^g3Sl7'— 1 B^i^^m-r 
<t :^ — K U — 4 {clS^ ^;KtclS^^BSJ y «iK*(c>9 o 

T. s*^i«4 37!)^•b^teIS6*)t#8^^*^l^^LT*s«W^c 
[0 0 2 2] ^LT. um^w:m<i>mm'r-'^ i b*^ 

l^fr¥«3^g;U-^H::<fcorSEB^i^ffi*«ir— 2C* 

-So 

[0 0 2 3] P^IC^tTl^gffl^j^r^a^T^-^ 2 B$-ffiL^ 
[0 0 2 4] -^fz. ±td,(D^ 5 izm^^-o fz^Wi^-"^ 

4D' ti^m^—'^^ot^m^-r^o 

[0025] ±ti^m^mmt<m^<D^i^ (#t^-^ pi 



[0 0 2 6] 07. HSIi. :^%B^t<mm^Mzm2.(D 
:t»-K(D*^T^Iili^tlKBIE^IllM*KM•r^E-efey. « 

[0 0 2 7] S-r. 2g«|gpgt Lr(i±IB|Hl«(r:b-K 

jgSffl^ii^BaaT^-^ 2 B. fiE^sa««7^-'S' 2 c;ri; 

[0 0 2 8] miiZTTi-r^^iz^ *frlftPg-eii. 
*n^<i:. Ky— ^'^^-r^ 2izis^^+Lf-is^^y 

«lSii(c;1^oT. S2t«i^4 3 3b^^>itel31Mt#a*li^<b: L 
T=S«6*)(^Sc^BSiy ^ ^-©7^— ^ 4 DS<«^f* 1 0^»] 
UriKIIS-r— -5? 4 D 1 --4 D 1 O t*t^o CCD!»#8Sl7^— 

^401-4010 ^^trSa^^i^SST"— 2 A ^ffi 
;K^cl:yBf^<bLT«*>^J^C&-r^^tT 

i^a**"?— 4 0 1^-401 o$±n£"r^o -^LT. 

Ctlt>^tTSa^«7^-'$' 4 C 1 ~4 C 1 O. CtllC^ 

j^-r 'S^^st'T— ^ 4 D 1 - 4 D 1 o . %^^mm<tkmm 

2 B. SEB^sas^'r— 2 C;Rl/SEB^3Saffl^ 
bhMt^— ^ 1 B^*— K4(D^aat«x h^>r::^4 2izfea 

[0 0 2 9] ESlc^-Tcfcaic. Ky— $i*3 

y-5'*3(ctiA^tU'g><l:. h^-f :::^4 2ic*^Si|i}^ 

^Lyc^^rsa^^i^gaMT^-'S' 2 B. iiEB^3sa*«7^— 5» 
2 cj&i/sEB^ssaffl^i^iiasT^— 1 BSBt^tti-r^^^ic 
*ff3^aii«'x— 4 0 1-401 o:Ri;c;tx(c^te-r 

^4t8!lx— 4 D 1 — 4 D 1 oa>*A^^ISiiE(DJglcm<f 
^ 1 o*tc(*aSia)»ft3$a«€7^— SI i:#ax— Si i: 

m^'^m^^-to M(=:b- Ky-^Micis^^tLf-is^ 
5Siy«iSl[iic>^^-3r. ^m«ii*4 3;!)^t>ite!SM^8i[^<i# 
<!= LT«i3K6*)(ri3t^«iy. iftaT^—' Si 4D' ir-r^o 
[0 0 3 0] ^LT. liEI«l^affl^i>ia^7^— ^ 1 B^ffi 
U^tzS«^2J^-^H::cfcoTiiEB^ga¥«7^-'$' 2 0$- 

m^L. c*i^^tT^affi^i^p?aMx-^2B<i:,^,^-r 

[003 1 ] |H):^(r. -(5JJ^(^^lE](D^iiET?S&ff3^a*« 

' X— $1 4 c 5 -Si 4 d 5 ^is 

^tULfc^tLT. Sgffga^^il^gaST^-^ 2B^:fflL^tc 
*««IS;U->'K^ J: o T^l7SSW=S 7^— -Si 4 C 5 

[0 0 3 2] ^y-c. iNt8!l5^--$' 4 D 5<t-h5E<7>ct:3lC|^ 

^^otc*#ia7^— 4D' aj^jsas^i^iiSRS^'r^c 

[0 0 3 3] ±fB#HB^^^7t)<P/f^<Dlfe# (^7^-^I^ 




(6) 



l^^U^) (c-SLfct). ^<D*-K4 3!)<jE«<0*-K 
[0 0 3 4] C(7>«jaiCcfc*l(i. ^-K'J-^'3lCc*:4 

[0 0 3 5] ±tmmx*it^ 'oconm'r-^ ^^m 
[DO 3 61 09. m^ oit. :$^%BM^mm^titzm3 

a.>j7^-< vX7^AT*fey. -^-cD^iaiiSl OHJteJ^SI^t 

tt^— ^fait:Rt/>ii^iias;b<pifi^j'd: i c 4 5:is^t/tg#. 

— KU— $'^3Ic(iK»^*v K(cft^r 1 C4 5(D^jSI^ 
^ R^^fSi'i'^^^l^tfi'DXl^^o *fc. 1C4 5I4, 

«ssE!teffl®Sffl7^— 4 A^mi^x±n^mm^mt 
[0 0 3 71 ^r. mmkmtLx{t±umm{z±-\^* 

SSffi^r?f^M7^-^ 2 B J fiEB^^SS€5^— 2 C. SE 

B^assffl^BasT^— ^ 1 B. K4siciss^n^ 

4B^ffimLTfc<o 

[0 0 3 8] ^iz^ @9(r^-r<fc5(c. «i7SKT(i. 
^H^^t. :/3— K'J— 'ii*'^^^ 2(c|ftS;^?tLtrlSe5^ISiy 

4 D ^^tTigsffi«5^^7^-^ 2 A ^mi^fzm^ 

^f&ji.-Mz^ijm^itLX%^^^E:m^7'-^ 4 c$ 

±ja-r-5o ^LT. ctLb«ffsss«7^-5' 4c. 

««7^-^ 2 c. mmm.m<ikmm:9-^ ^ b. i2tiE# 
mm^fnf—^ 4 A2^t;aii2iiE#ffl^sBS5^— 4 bS: 

[0 0 3 9] ^Xiz. 0 1 Oic^-Tcfc ^ic. KU— 5^* 
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3lc<fc-5miiESPgTMi. *-r^iiE-r-<^:^-K4;b<:^- 
K'J— ^'3lctiA*ti'5)<h:. I C 4 5a)IElS«iai::»aS 
*tt/c«^SgS«-T— 4C. i^gftT^—S* 4 D, «fT 

ssaffl^BaST^-^ 2B. iiE^Ka*«T^— » 2c. n 
B^3ggffl-i>BaS7'-^ 1 B&i;«ggiiE#ffi^gfiS7^— 
4 B ^m^ih-rtrnz^— k u--^'* 3 izmmtstitzMt^ 

fc. :b-K'J-'S^*3ffliJICTaa*«±^F1±. Cti$:«SS 
X— LT I C4 Sicai^o 

[0 0 4 0] :i(Ot^. *#«7^-^4D' (ifefrmat? 

tt3!)<-jir£)-h-r'5)o FJfliFa u It-based-at 
t a c km(DJ^^iz^ C P U(C^Lmffli*^t>4i>57<*:$l) 

x^± Lfz^^v^tii^mi&»t Lx&m-r^zitiz^ 

[004 1] ^LT, K^SSSffl^MfllT-^' 1 B^ffi 
^'K^ cfc o r liB^gS^^ 7^—^ 2 c * 

[00 42] iBi^^ic. ^'ii&^m<i^mm^—^ zB^m 

l^f^m^iikmJl^-MzJ:'oX%n^Wim^^—^ 4Ci: 
[0043] ^fc. I CABXitmV^^—'^^R'^^^St 

Ky— 5*'3fflr|lcHiyil-ro Ky— $*'3-^liaffiliEtt 

m^t^mmf—^ ^B^mi^tzm^^^ji^—M^'^-ox^ 

[0 0 4 4] ^ 4 D<t±tEa>cfe5lcK^ 

[ O O 4 5 1 ±tE^m'^m^t>^m^(0^{^ (^7^-^ PI 

[00 4 6] JitEI^I«*i— Ky--? 

3(Ccfc^lS^tliLl^§*^SliEa)Jg(C:^^*:-5-<b:*^b. 

^mcD^-'^m^^m^Lxt^om^^ ^tzitti-\^ 
[0 0 4 71 f^. ±t^^mmwmxit^v^^^\zum'^ 
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[0 0 4 8] ^fz. tsuE^^g^. ii^^mtjit^{:imM^m: 
^^tfc«L. -a-r*Li^isiiEB^igsffi^BaaT^-^ 

B-*^T5«fc5irL. «SE*+Lt=RfiEB^3SSffl'i^BaS7^— 
ijEB^«iBa(^>SS®®7^-'S' ^ UnKU. JilHBi^3b< 

[0 0 4 9] iiH^-Uffiff^SrMil&SllJfei^^ u 
t* fe ^ Sl::®^ t? # ^ <*: (is 3 * 



[0 0 5 0] 

^-ib L T^ia * *Ltr s.« -s* &T/«*T3saffl'i>Bga7^ 

^comiEttliS^ ^^^fzi5bVk(D^^EsL^^<0^1Et<i: 
[005 1] iSi::. glSEtOJ^I^at^iiE«3^^tiE3SEi:CO 

[1112] *:S&B^(c^-:5< i>X^A*<Mffl*;KtcfHlti«i* 

[03] :^y'<-f K*— Kofci6<D*— Ku— 5f^>r^ 
(7) - 0ij ^ ^ -r ^ -V ^ A m o 

[1114] :*:^B^|c^':5<mi<7>llllfeJ^^lct$lti):^— K 

[1115] *a6^|cS':5<mia>llffif^®lcS$l+^:^-K 
(Df^/a^m * ^"T :^ P ^ ^ o 

[me] *^B^|-So*<ffi10llfi5ff^^l::*^lt^:b-K 
(D^fiE^Wi * ^-r :^ p ^ 0 o 
[m 7 ] :^^BM{z^'^ < S 1 (DUifel^Slct^lt^*- K 

[US] *«B^(zSo-<miOllS6J^li(::*$l+'&:^--K 
(DSfiE^m* ^t* 3f P ^ 0 c 
[HQ] *%B^(c£o*<mi (DllSfeff^^lc6$lt'5:b-K 

[mi o] :t^mmz&'^<m^(Dmmmm\znH^±- 
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1 mms 

2 1 X P h 

2 2 *-K»3l^-*>h 

2 3 m%^v \^ 

2 4 S^xt«^'^':/K 

2 5 K 

3 *-Kg-y (SSEISB) 

4 ^ \^iyy h:^— K (ttSIHft) 
4 1 ^— Xv— h 

4 2 «axh7-r:^ 

4 3 S^fil^ 
4 5 I C 

1 A m.m&s.mm^m'r—^ 
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